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The discussion is Wrong!

o | am of the view Peol:)le attack the spam
Problem from the wrong angle

o L ook for a solution

& ine-tune it

o Look fora Problcm the solution
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- Alternative method

o L ook at the Problem
* Agree on what the Problem IS

~ Find a solution to the Problem



How is SMTP used?

o In many ways...
o Between many diHferent entities. ..

° Spam) WOIrms, trojans cteane injected N

5 “Prol:)er” mail flow...

* How, when where?
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Bounce
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A3 (receiving domain after forwarding or mailing list explosion)

Al (sender domain)
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Open questions 1(3)

+ Should open relags be blocked?
o What to do with things like ieee.org?

o Personal view: Absolutelgl

*» Community view: Yes, but...



Open questions 2(3)

» Must an email alwags pass an outgoirxg
5MTP~relag?

~ What about People having an MTA
on their IaPtoP?

& Personal view: Yes, if the Policg of

sencling domain 5ays so

XS Community view: But but...



Open ques‘cions 3 (%)

« Should an MUA use alwags “home”
SNITE servers. or the outgoing SMTP
relag Proviclecl bﬂ the ISP he current19

uses’”’

& Personal view: Alwags home MTA

Communitu view: ISP’s are blackine
See RFC 2476 about SMTP submit port 587
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Two kind of Proposals -

* Signing mail (authenticate sender)

o “Reverse MX” and other DNS based



F‘o”owup Issues

XS ProPosals will ‘jus‘c” make it Possi]ale to

know who the mail comes from

> Prol:)osals work on envelol:)e senderj but
many People working with anti~5Pam
dor’t know the ditterence, or want to

SCCUre }'ICBCJCF~‘FFOH”I...

* (which | see as a much harder Problem due to mailing lists etc)



Me think...

o We need:
o Technical methods to track violators
XS Legislation

o Police (etc) which do the trackiﬂg

s BT (etc) onlg work with the 1st of these
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